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Overview of the Rule

Effective September 5, 2023, registrants are requiredrtvide disclosure |
certain reports regarding cybersecurity incidents that are deemed mate

The amendments require timely disclosure of material cybersecurity
iIncidents and annual disclosures.

Annual disclosure related to cybersecurity risk, management, strategy,
governance are required under a new Item 106 of Regulatiin S
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Overview of the Rulecontinued

A Registrants must begin providing disclosure in Forii{saBd 6K, beginning with reports dated Decembe
18, 2023, or later.

A Disclose cybersecurity incidents that are material in a Foin I8m 1.05 within four business days
of determining that an incident is deemed material.
A Describe the material attributes of its nature, scope, and timing, and
A Impact or possible impact.

A Foreign Private Issuers must provide disclosure in a Fefmp®mptly after the incident is disclosed
or made public in a foreign jurisdiction, to any stock exchange or security holders.

A Smaller reporting companigSRC)vere granted an additional 180 days from the effective date to
begin compliance with Formsil8andeY RA a Of 2adzNB P {w/ Qa @SNDB N
June 15, 2024.
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Overview of the Rulecontinued

A All registrants were required to begin compliance with annual disclosure in Forksh@ 26F
beginning with reports for fiscal year ending on or after December 15, 2023.

A Annual disclosure required in Forms-KGnd 26F:
A Form 10K: Item 1C. Cybersecurity

A Disclose whether procedures for cybersecurity risk management and strategy were
Implemented and how the processes were integrated into the overall risk management

processes.
A5SaONRO
threats, and
A5S&EaONAROS YIVYyIFI3aSYSyila

A Form 206F: Item 16K. Cybersecurity
A5SEAONAOGS UKS 02
S YIFyl3S

~

S YIylF3aSYSyidQa

N

I NR 2
A5S&aONRAROS YSYiQ

threats.
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Overview of the Rulecontinued

A Form 20F: Item 16K. Cybersecurity
AS5SAONRGS (UKS 02INR 2F RANBOIU
A5SaONAROGS YIyYylI3aSYSyiQa NRE S
threats.

A Beginning one year after the initial compliance date, all registrants must begin tagging required
disclosures in Inline XBRL.

A Mandate of block tagging for narrative items and detailed tagging for numeric values for all
registrants, including smaller reporting companies.

A Forms 16K and Forms 28, inline XBRL requirements begins annual reports for fiscal years
ending on or after December 15, 2024; and

A Forms 8K, Item 1.05 and Formst6all registrants must begin tagging responsive disclosure in

Inline XBRL beginning on December 18, 2024.
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Practical XBRL Tagging and Preparation
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CYD Taxonomy: Current Reports (FoiHn&86K)

Annual Reporting: Cybersecurity Risk Management, Strateqy, and Governance Disclosure

Element Label Name Element Type
Material Cybersecurity Incident Abstract
Material Cybersecurity Incident Table
Material Cybersecurity Incident Axis As with a” Other Form-& items,
Material Cybersecurity Incident Domain the flllng deadline for Item 1.05
First Incident Date Custom Member isfour business days after the
Second Incident Date Custom Member trigger.
Material Cybersecurity Incident Line Items
Material Cybersecurity Incident Nature Text Block
Material Cybersecurity Incident Scope Text Block
Material Cybersecurity Incident Timing Text Block

Material Cybersecurity Incident Material Impact or Reasonably Likely Material Impadiext Block

Material Cybersecurity Incident Information Not Available or Undetermined Text Block
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Sample Form-&: Tagging with CYD Taxonom

Item 1.05. Material Cybersecurity Incidents

On October 15, 2024, XYZ Corporation ("the Company" or "we") detected a cybersecurity incident involving vnavthorized access to our customer service database, containing perzonal
data of about 100,000 clients.

Nature and Scope of the Incident

" The incident occurred when threat actors explodted a previously uaknown vulnerability in our customer service platform's software. This unavthorized access began on October 10, 2024, 4

and was identified during routine monitoring by our security operations center, prompting an immediate investization and response.

.' The scope of the compromized data includes customer names, contact information, and transaction histories. Importantly, sensitive finaneial information such as eredit card numbers and 4

zoctal security numbers was not accessed due to eneryption safeguards in place.

Timing of the Incident

"IThe unauthorized access was active from October 10, 2024, to October 13, 2024, when our security protocols detected the anomaly and successfully contained the breach |Remediation 4

steps were promptly enacted, which included patching the vulnerability, enhancing monitoring technigues, and notifving relevant avthorities.

Material Impact

"I_—"sz of the date of this filing, the incident has not had a material impact on the Company’s operations JThe Company has not yet determined that the incident is reasonably likely to materially 4

impact the Company’s financial condition or results of operations |
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Sample Form-&: Tagging with CYD Taxonom

Material Cybersecurity Incident
Disclosure

Material Cybersecurity Incident [Line
ltems]

Mumber of Customers

Material Cybersecurity Incident Mature
[Text Elock]

Material Cybersecurity Incident Scope
[Text Block]

Material Cybersecurity Incident Timing
[Text Block]

Material Cybersecurity Incident Material
Impact or Reasonably Likely Material
Impact [Texi Block]

Material Cybersecurity Incident
Information Mot Available or
Undetermined [Text Block]

Oct, 15, 2024
Customer

100,000

The incident occurred when threat actors exploited a previously unknown vulnerability in our
cusiomer service platform’s software. Thiz unauthorized access began on Cclober 10, 2024, and
was identified during routine monitoring by our security operations center, prompling an immediate
investigation and responze.

The scope of the compromised data includes customer names, contact information, and fransaction
histories. Impaortantly, sensitive financial informaticn such as credit card numbers and social sacurity
numbers was not accessed due to encryplion safeguards in place.

The unauthorized access was active from October 10, 2024, to October 15, 2024, when our security
protocols detecied the anomaly and successfully contained the breach.

Az of the date of this filing, the incident has not had a material impact on the Company’'s operations.

The Company has not yet determined that the incident is reazonably likely to materially impact the
Company’s financial condition or resulis of operations.

The periods used for text blocks
should be the Date of Report
(Date of earliest event reported)
on Form 8K or Form &.

If an amendment is filed to
provide more information for a
previously reported incident, the
original date of report should be

used, not the date of the

amendment

XBRL US
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Sample Form-&: Tagging with CYD Taxonom

Search Facts n o} ‘ B ® Y

Attributes $ @ I ir X

Number Of Customers

The cybersecurity disclosure rules don't

- sae specifically ask for detailed fact values to be
Period As of 10/15/2024 tagged, but if a company decides to include
Measure CUSTOMER numbers in its reportthose numbers must be
:' jt tagged separately along with the main text of
o R the disclosure.

Format num-dot-decimal

Labels $ @ IE ;X

|

Number Of Customers

Terse Label Number of Customers
Documentation Represents the number of customers.
Label Number Of Customers

XBRL US
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Sample Form-&: Tagging with CYD Taxonom

Attributes S O |1l 1 x

Material Cybersecurity Incident Nature [Text Block] If there are multiple incidents, for each

incident, the Material Cybersecurity

Tag  cyd:MaterialCybersecuritylncidentNatureTextBlock ) )
Incident Axis must be used to separate

Fact The incident occurred when threat actors exploited a previously disclosures
unknown vulnerability in our customer service platform's
software. This unauthorized access began on October 10, 2024, Each incident disclosure (Nature Scope
and was identified during routine monitoring by our security etc.) would be disaggreqgated using a
operations center, prompting an immediate investigation and customer domain member e|eme(ite
response. First Incident October 10, 2024
[Member], Second Incident October 20,

2024 [Member].
Period 10/15/2024 - 10/15/2024

Type Text Block Item Type m . | S
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Sample Form-&: Tagging with CYD Taxonom

Attributes $ O IF I X

Tag

Fact

Material Cybersecurity Incident Scope [Text Block]

cyd:MaterialCybersecuritylncidentScopeTextBlock

The scope of the compromised data includes customer names,
contact information, and transaction histories. Importantly,
sensitive financial information such as credit card numbers and
social security numbers was not accessed due to encryption
safeguards in place.

Period 10/15/2024 - 10/15/2024

Type

Text Block Item Type

The content iXBRL tagged which
captures the nature of the incident will
not always be clearly presented, as you
see in this example.

Thetextblockcontent could be a
fragment within a sentencer
fragments of a paragraph.

XBRL US
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Sample Form-&: Tagging with CYD Taxonom

Attributes

Material Cybersecurity Incident Timing [Text Block]

Tag  cyd:MaterialCybersecuritylncidentTimingTextBlock

Fact The unauthorized access was active from October 10, 2024, to
October 15, 2024, when our security protocols detected the
anomaly and successfully contained the breach.

Contract / Expand

Period 10/15/2024 - 10/15/2024

Type Text Block Item Type

Another common example of where
detailed fact values could be located, is
in Incident timing disclosure.

If this disclosure included the number of
days until containment of a
cybersecurity incidenthat detailed fact
value must be iXBRL tagged.

XBRL US
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Sample Form-&: Tagging with CYD Taxonom

Attributes $ @ Ik D
Material Cybersecurity Incident Material Impact or Reasonably Likely Focus disclosure on the material impact
Material Impact [Text Block] or reasonably likely material impact of
the incidentrather than the specific or
Tag  cyd:MaterialCybersecuritylncidentMateriallmpactOrReasonablyLi technical details of the incident itself
kelyMateriallmpactTextBlock
Fact As of the date of this filing, the incident has not had a material !V f a % S GKS Nljva S )} y Of
impact on the Company's operations. OZ2YRAUAZY YR Nbadz i
this is not exclluswe. Co.nS|.der quallta'Flve
factors alongside quantitative factors in
Period 10/15/2024 - 10/15/2024 assessing the material impact of an
incident.

Type Text Block Item Type

XBRL US
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Sample Form-&: Tagging with CYD Taxonom

Attributes

Material Cybersecurity Incident Information Not Available or The final rules don't require companies

Undetermined [Text Block] to file an amendment to update every

. L . . piece of new information on the
Tag  cyd:MaterialCybersecuritylncidentinformationMNotAvailableOrUn

incident.
determinedTextBlock
Fact The Company has not yet determined that the incident is Instead, companies should submit a
reasonably likely to materially impact the Company’s financial Form 8K/A only if there was
condition or results of operations. information required that was not

determined or was unavailable at the

time of the initial Form & filing.
Period 10/15/2024 - 10/15/2024

Type Text Block Item Type

XBRL US
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CYD Taxonomy: Annual Reporting (Ford 2020F)

Annual Reporting: Cybersecurity Risk Management, Strategy, and Governance Disclosure

Element Label Name Element Type

Cybersecurity Risk Management, Strategy, and Governance Abstract
Cybersecurity Risk Management, Strategy, and Governance Table
Cybersecurity Risk Management, Strategy, and Governance Line items

Cybersecurity Risk Management Processes for Assessing, Identifying, and ManagincText Block

Cybersecurity Risk Management Processes Integrated Boolean Flag
Cybersecurity Risk Management Processes Integrated Text Block
Cybersecurity Risk Management Third Party Engaged Boolean Flag
Cybersecurity Risk Third Party Oversight and Identification Processes Boolean Flag
Cybersecurity Risk Materially Affected or Reasonably Likely to Materially Affect

Registrant Boolean Flag
Cybersecurity Risk Materially Affected or Reasonably Likely to Materially Affect

Registrant Text Block
Cybersecurity Risk Board of Directors Oversight Text Block

Cybersecurity Risk Board Committee or Subcommittee Responsible for Oversight  Text Block

Cybersecurity Risk Process for Informing Board Committee or Subcommittee

Responsible for Oversight Text Block
Cybersecurity Risk Role of Management Text Block
Cybersecurity Risk Management Positions or Committees Responsible Boolean Flag
Cybersecurity Risk Management Positions or Committees Responsible Text Block
Cybersecurity Risk Management Expertise of Management Responsible Text Block

Cybersecurity Risk Process for Informing Management or Committees RespofigktéBlock
Cybersecurity Risk Management Positions or Committees Responsible Report to
Board Boolean Flag

These disclosure items are
non-exclusiveCompanies
should additionally disclose
whatever information is
necessary, based on their
facts and circumstances.

For foreign private issuers, a
substantially similar
disclosure requirement is
found in Item 16K to Form
20-F.

XBRL US
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Sample Form &: Tagging with CYD Taxonomy

ITEM 1C. CYBERSECURITY.
p Cybersecurity Risk Management and Strategy
Cybersecurity Processes

X¥Z Corporation has established a comprehensive cybersecurity risk management framewaork integrated into our
overall risk management system. This framework involves several key processes for assaessing, identifying, and
managing material risks from cybersecurity threats:

p Cur cybersecurity processes are fully integrated within our Enterprise Risk Manageament (ERM) system. The
Chiet Risk Officer (CRO) coordinates with our IT and security teams to ensure alignment with corporate risk
management objectives. Integration is achieved through regular cross-departmental meetings where
cybersecurity risks are discussed alongside other strategic risks.

We engage extarnal cybersecurity assessors and consultants, including independent auditors, to perform annual
penetration testing and risk assessmenis. These external parties provide crifical insights and validation of our
processes and controls, ensuring they meet industry best practices and regulatory standards.

For third-party risk management, we maintain a dedicated team responsible for overseeing risks associated with
our use of third-party service providers. This team conducts regular assessments of these providers'
cybersecurity postures and requires them to adhere to our stringent security standards through comprehensive
Service Lavel Agreements (SLAs).

Impact of Cybersecurity Risks

p To date, X2 Corporation has not experienced any cybersecurity incidents that have materially affected our
business strateqy, operations, or financial condition. HOWeVer, we recognize that cybersecurity threals are
constantly evolving and assess these risks regularly to understand and mitigate potential impacts. We have
identified a significant threat landscape related to our online customer service platform, which we continue to
monitor and update with enhanced security measuras.

The disclosure requires a narrative, which is
represented by text block concept
cyd:CybersecurityRisk
ManagementProcessesForAssessingldentifyil
AndManagingThreatsTextBlock

Within that disclosure, the Boolean flag
cyd:CybersecurityRiskManagementProcesses
ntegratedFlagepresents whether the

processes have been integrated.

L¥ GKS Ffl 3 Aa a&idNYzS
cyd:CybersecurityRiskManagement

ProcessesintegratedTextBlockntains the

RSaONXLII A 2 AK2g ¢

2 T
Integrated. | S
. U
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Sample Form &: Tagging with CYD Taxonomy

Cybersecurity Governance

Board Oversight

[The Audit and Risk Committee of our Board of Directors is responsible for the oversight of risks from ; ; ;
cybersecurity threats [This committee receives quarterly reports directly from the Chief Information Security The Inllne XBRL tranSformatlon reQIStry
Officer (CI1S0), detailing current threat levels, incidents, and mitigation strategies. The Board is informed of any HEge

signiﬂln:ant developments between scheduled meetings through ad-hoc communications from the CEO and formats IXt'bOOIeantrue and

CISO

ixt:booleanfalsecan be used tQ mark a
aSOUA2Y 2F UGUSEU I YR

p Management's Role and Expertise
true or false.

Cur Cybersecurity Risk Committee, led by the Chief Information Security Officer (CI50), is tasked with managing
and assessing material cybersecurity risks. [The CISO, appointad for their extensive background in information
security and risk management, holds certifications in cybersecurity, including CISSP and CISM |

The cybersecurity team employs a continuous monitoring strategy using advanced security information and
event management (SIEM}) systems to prevent, detect, and mitigate potential threats. The team is alerted to
suspicious activities in real-time and collaborates with |IT support to ensure swift remediation.

P The CISO reports cybersecurity matters to the Executive Committee monthly and to the Audit and Risk
Committee guarterly. Tn these reports, detailed insights into prevention activities, incident analyses, and
mitigation outcomes, are presentad to ensure informed decision-making and strategic alignment.

20



Sample Form &: Tagging with CYD Taxonomy

Cybersecurity Risk Management and
Strategy Dizclosure

Cybersecurity Risk Management,
Strategy, and Governance [Line ltems]

Cybersecunty Risk Management
Processes for Assessing, ldentifying, and
Managing Threats [Text Block]

Cyberzecurity Risk Management
Processes Integrated [Flag]

Cybersecunty Risk Management
Processes Integrated [Text Elock]

Dec. 31, 2023

Cybersecurity Risk Management and Strategy
Cybersecurity Processes

X¥Z Corporation has established a comprehensive cybersecurity risk management framework integrated into our
overall risk management system. This framework involves several key processes for assessing, identifying, and
managing material ricsks from cybersecurity threats:

Cur cybersecurity processes are fully integrated within our Enterprise Risk Management (ERM) system. The
Chief Risk Officer (CRO) coordinates with our IT and security teams to ensure alignment with corporate risk
management objectives. Integration is achieved through regular cross-departmental meetings where
cybersecurity risks are discussed alongside other strategic risks.

We engage external cybersecurity assessors and consultants, including independent auditors, to perform annual
penetration testing and risk assessments. These external parties provide critical insights and validation of our
processes and controls, ensuring they meet industry best practices and regulatory standards.

For third-party risk managament, we maintain a dedicated team responsible for overseeing risks associated with
our use of third-party service providers. This team conducts regular assessments of these providers'
cybersecurity postures and requires them to adhere to our stringent security standards through comprehensive
Service Level Agreements (SLAs).

true

Cur cybersecurity processes ara fully integrated within our Enterprise Risk Management (ERM) system. The
Chief Risk Officar (CRO) coordinates with our IT and security teams to ensure alignment with corporate risk
management objectives. Integration is achieved through regular cross-departmental meetings where
cybersecurity risks are discussed alongside other strategic risks.

Concepts in the risk
management, strategy,
and governance
disclosure are
generally narrative
text blocks, paired
with Boolean flags and
both corresponding to
disclosure
requirements

XBRL US
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Sample Form &: Tagging with CYD Taxonomy

Cybersecurity Risk Management and
Strategy Dizclosure D
Cybersecurity Risk Management,
Strategy, and Governance [Line ltems]
Cybersecunty Risk Third Party Oversight
and ldenfification Processes [Flag]

Cybersecurity Risk Materially Affected or  To date, XYZ Corporation has not experienced any cybersecurity incidents that have materially affected our

Reasonably Likely o Materially Affect business strategy, operations, or financial condition. However, we recognize that cybersecurity threats are

] constantly evolving and assess these risks regularly to understand and mitigate potential impacts. We have
identified a significant threat landscape related to our online customer service platform, which we continue to
monitor and update with enhanced security measures.

true

Cybersecurty Risk Materially Affected or
Reazonably Likely to Materially Afiect false
Registrant [Flag]

Cybersecurty Risk Management
Positions or Commiliees Responsible The Audit and Risk Commitiee of our Board of Directors iz responsible for the oversight of risks from cybersecurity threais.
[Text Block]

Textblocktagging might be challenging.

XBRL US
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Sample Form &: Tagging with CYD Taxonomy

Cybersecurity Risk Board of Directors
Owersight [Text Block]

Cybersacurity Risk Management
Positions or Commitiees Responsible
[Flag]

Cybersecurity Risk Process for Informing
Board Commiftee or Subcommittes
Responsible for Oversight [Text Block]

Cybersecurity Risk Board Committes or
Subcommitiee Responsible for Oversight
[Text Block]

Cybersecurity Risk Management
Expertize of Management Responsible
[Text Block]

Cybersecurity Risk Process for Informing
Management or Commitiees Responzsikle
[Text Block]

Cybersacurity Risk Management
Positions or Commitiees Responsible
Report to Board [Flag]

The Audit and Risk Committee of our Board of Directors is responsible for the oversight of risks from
cybersecurity threats. This committee receives quarterly reporis directly from the Chief Information Security
Officer (CIS0Q), detailing current threat levels, incidents, and mitigation strategies. The Board is informed of any
significant developments between scheduled meetings through ad-hoc communications from the CEOQ and CISO.

true

Thizs commitiee receives quarerly reports directly from the Chief Information Security Cfficer (C1S0). detailing current threat levels, incidents,
and mitigation strategies. The Beard is informed of any significant developments between schaduled meetings through ad-hoc
communications from the CEC and CIS0O

Management's Role and Expertise

Our Cybersecurity Risk Committee, led by the Chief Information Security Officer (CISQO), is tasked with managing
and assessing material cybersecurity risks. The CISO, appointed for their extensive background in information
security and risk management, holds certifications in cybersecurity, including CISSP and CISM.

The cybersecurity team employs a continuous monitering strategy using advanced security information and event
management (SIEM) systems to prevent, detect, and mitigate potential threats. The team is alerted to suspicious
activities in real-time and collaborates with IT support to ensure swift remediation.

The CISO reports cybersecurity matters to the Executive Committee monthly and to the Audit and Risk
Committee quarterly. In these reports, detailed insights into prevention activities, incident analyses, and mitigation
outcomes, are presented to ensure informed decision-making and strategic alignment.

The CIS0, appointed for their extensive background in information security and risk management, holds cedifications in cybersecurity,
including CISSP and CISM.

The CISO reports cybersecurity matters to the Executive Committee monthly and to the Audit and Risk
Committee quarterly. In these reports, detailed insights into prevention activities, incident analyses, and mitigation
outcomes, are presented to ensure informed decision-making and strategic alignment.

false

A single paragraph can contain
information that wouldneed more than
one text block taq applied.

A section of text can contain partial
information that could be tagged by one
text block and then explained later in
another section.
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